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TPAHCIOPTHI TEJJEKOMYHIKALIIIHI
MEPEXKI SIK IH®OOPMAILIITHE
CEPEJIOBUILE JJ51 OTPUMAHHS
BIIOMOCTEM 3HAYYIIIUX JJIS
KPUMIHAJILHOT'O MTPOBA TKEHHS:
MPOBJIEMHI IUTAHHS IPABOBOI'O
PET'YJIFOBAHHSI

AHomauis. Haykogo-mexHidHuli npozpec, a maKkox cmpimMKuli po3eumok iHghopmauyiliHux mex-
Honoeil, hopmysaHHs iHghopMauiliHo20 cycriinbecmea, 8rposadXeHHs menieKoMyHikayitiHux cucmem
ma Mepex 8 yCi XXummeego 8axrusei rnpouecu, docmyrnHicms 3acobie yugposoeo 38’a3Ky ma rnepe-
Oayi iHghopmay,ii 0bymosusno HeobxidHicme 3acmocysaHHs Hogux Memodie 6opombbu 3i 3r04UHaMU
8 HO8OMY iHGhopmayitiHoMy (KibepHemu4YHOMY) MPOCMOpi, UbOMY WIMYYHO CMBOPEHOMY cepedosull,
HeBIO’eMHOK CK1aGo80r SIKO20 € MPaHCopmHi menekomyHikauitiHi mepexi (TTM). Ekcrmepumopi-
anbHUll xapakmep mpaHCIopmMHUX MeeKoOMyHIKauiliHUX Mepex ma cucmem pasoM i3 ernobanbHo0
mepexero IHmepHem 8 3Ha4qHIl Mipi yCcKadHIOE iX npagose peaynoeaHHs, OCKinbKu iHOOI documb
cKnadHo gu3Hadumu, 00 topUCOUKUii Ko Oepxasu 8iOHOCUMbLCS KPUMIHAIbHE MpagoropyweHHs.
Omxe, Npu nposedeHHi HeaacHUX Po3WyKosux (cnid4ux) 0ili BUHUKaE 3aKOHOMIPHE NumMaHHs o000
npasomipHocmi pobomu 8 iHghopmayitiHoMmy cepedosuwyi mpaHCrnopmHOI meneKkoMyHikauitiHoi Mme-
pexi dnsi ompumaHHs yughposux doKasie 8 iHmepecax KpUMiHaIbHO20 rPO8adKeHHS.

Mema cmammi: docnidumu npobnemHi numaHHsA MpPasogo2o peayneaHHs npu pobomi
8 MPaHCoPMHUX mesieKoMyHIKauitHux mepexax 05151 ompuMaHHs gidomocmel 3Hadyuwux Onsi Kpu-
MiHaIIbHO20 rposadXeHHs id Yac npoeedeHHs1 HearnacHuUX (Ccrid4yux) poswykosux Oill.

Y pobomi 3eepmaembcsi ygaza Ha HedocmamHil pieeHb HayKogUX OOCIIOXeHb Yy 8UCBIMIIEHHI
npobreMHUX numaHb 8USHEHHSI MPaHCIIoOPMHUX MeneKoMyHikayilHux Mepex siK iHghopMmauiltiHo2o
cepedosuua 0nsi 3aKOHHO20 OMPUMaHHs Uughposux doKasie 8 iHmepecax KpuMiHansHO20 CyO0HUH-
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METENEB O.T1.

cmea. AHari3ylombCsi HOPMU 8iMYU3HSIHO20 3aKoHoOascmea, siKi pe2ysirolomb CycrifbHi 8i0HOCUHU
8 uili cgpepi, a makox Hasodumbcs npakmuka €sponelicbkozo Cydy 3 npae no0uUHU, sika 8UKpUBae
Oesiki «bini NnssMuU» 8 HayjoHanbHUX 3akoHod0asecmeax wWodo 3abesrneyeHHs 3aKOHHOCMI ma 3axucmy
npae nduHU nid yac rnpoeedeHHs1 HeanacHux 3axodig Mo 8mpyqaHHIO y MpueamHe CriifKysaHHs
8 iHgbopmauitiHomMy cepedosulli mpaHCIOPMHUX MENEeKOMYHIKayiliHUX Mepex.

3 ypaxyeaHHAM ekcmepumopianbHO20 Xapakmepy iHghopmauitiHoeo (KibepHemu4yHoe20) rpo-
cmopy pobumbCsi BUCHOBOK W000 HEObXIOHOCMI YimKO20 3aKOHO0ag4020 peayrir8aHHs Mpouecy-
arnbHoi 0isinbHOCMIi 8 MPaHCNOPMHUX mefieKoMyHikauiliHux mepexax 0nsi 3abesriedyeHHs 8 Uil cgpepi
cycninbHux 8iOHocuH 6e3neku ocobucmocmi, cycrninscmea i depxasu 8 Uinomy.

Y cmammi makox po3ansidarombcs pi3Hi midxodu wodo ropuduydHux po3bixxHocmel nid Yac pos-
cnidysaHb 3M104UHI8 y Kibepripocmopi. Cmasumbcs numaHHs o000 8U3HaYEHHS MICUS 3MI04UHY 8 iH-
gopmavuitiHomy (kibepHemuyHomMy) npocmopi, pobumscs cripoba damu OeqiHiuir0 «MiCUsi 8HUHEHHS

3/104UHY» ma HadarombCs1 NPono3uuii uodo yOOCKOHaNeHHs1 3akoHodascmea.
Knrodoei crioea: KpumiHanbHUl npouec, mpaHcropm-ya menekoMmyHikayitiHa mepexa, KibepHe-

mu4Hull Ipocmip, Micye 84UHEHHS 37TOHUHY.

ocTaHOBKA mpodjemu. B cy-

YaCHOMY CBITI m100ajibHUN 1H-

¢dopmamiiftHui TpocTip, AKUN
CTaHOBUTH COOOI0 €THICTH JIBOX CKJaJO-
BHIX: TEXHIUHOI (T100ampHa Mepexa [aTep-
HET 3 TeJICKOMYHIKAIliitHOIO iHDpacTpyKTy-
PO¥O 3B’S3KY 1 KOMYHIKAIISIMH) 1 COIiaTbHOT
(tmobanpHA CHITBPHOTA IHTEPHET-KOPHCTY-
BaYiB) CTaB OJHHM i3 KJIIOUOBUX YMHHHKIB,
SIKUI CYTTEBO BIUIMBA€E Ha CTaH 1 PO3BHTOK
CYCHIJIBCTBa Ta CBITOBY ekoHOMiKy. IIpo-
nec roOamizailii, KU ChOTOAHI OXOIUB
KOXKHY €KOHOMIKH CBITY, TICHO TOB’sI3aHUI
3 PO3BHTKOM TEJCKOMYHIKAaLiHHUX MEpeK
i MepexeBux TexHojoriii. Tenmep B Ykpa-
iHI CTPIMKO pPO3BMBAIOTHCS HAIPSIMU Iif-
BUIICHHS IIBUIKOCTEH Tmepenadi JaHUX
AK B MariCTpajJbHUX Mepexkax (31 MIBUAKI-
cTio mepenadi indopmariii mo 100 I'6it/c),
TaK 1 B 0E3IPOTOBUX MMHPOKOCMYTOBHUX Me-
pexax (MBUAKAMH TeMIaMHU HIe Tepexin
MOOUTBHHX MPHUCTPOiB Ha TexHoJorii 4G,
a 3romoM i Ha 5@, sKi 3a0€3MedyIoTh MIBU/-
KicTh mepenadi nanux go 20 ['6it/c, i3 Ha-
Oararo OLIBIIMM NOKPUTTAM HiX y WIMAX
i WiFi mepexax), 1110, B CBOIO 4epry, I0o3u-
TUBHO MO3HAYNUTHCSI HA PO3BUTKY iHTEPHETY
pedeil — mepcreKTUBHOI KOHIenLii o0uunc-
JIOBAJILHOI Mepeki (I3UYHUX TMPEIMETIB
(peueii).

AHaJi3 ocTaHHIX A0CTiTKeHb i myo0JIi-
Kauii. [IpoBeneHuit aHai3 HayKoBOT JIiTe-
parypu CBiTYHTb, IO HAYKOB1 JTOCIHIIKEH-
HS TPAHCIOPTHUX TeJNEKOMYHIKalliHHUX
MepeX SK O0COOIMBOTO 1H(OPMAIIHHOTO
CepeloBHIa Ui OTPUMAHHS BiOMOCTEH

162

3HAYYMIMX I KPUMIHAJIBHOTO IPOBa-
JOKEHHS y FOPUANYHIN JliTepaTypi MpakTHd-
HO BifcyTHi. OCHOBHA yBara JIOCIIiTHHUKIB
y TepeBaXkHid OLIBIIOCTI 30CepeKyBa-
Jach y MPOIECyalbHIl IUIONMHI MPOLEay-
pu 3HATTA iHQopMauii 3 KaHATiB 3B’A3KY
(TpaHCTIOPTHUX TENEKOMYHIKaLlIHHUX Me-
peX) K crnocoly NOKYMEHTYBaHHS IPOTH-
MPaBHUX Jil, a TAKOX JiSIIBHOCTI MPaBo-
OXOPOHHHUX OpTraHiB Ta OpPraHiB JepKaBHOI
Oe3neku. Y 1iil cdepi npoiecyaibHol Ha-
VKM TpoBomwmM nociimkeHHas M. B. ba-
rpiid, B./l. bepnas, B.M. bukos, P.I. bna-
ryra, C.M.IpunseB, C.M. I'ycapos,
€.A. lons, C.B. €cbkoB, B. 1. 3axunpkuid,
I.C. Kopx, M.B. Kopnrieako, O.A. Ko-
moba, C.B. Jlappyxun, O.B. JlutBunen-
ko, [.M.JlockytoB, €. /I. JIlyK’IHUUKOB,
H.0. Makcumyc, O.B. Manxai, . 1. Hu-
kuopuyk, FO.1O. Opnos, M.M. Ilepe-
nemuud, LJI Ilerpyxun, B.C. Ceppo-
rii, A.B. Tapaciok, B.M. Tepruninux,
B.T. VBapos, /.M. llexan, B.M. llleB-
yenko C.I1. [llepOa i meski iHII HayKOB-
ui. Jlo Toro x Taki HaykoBmi, sik JI.I. Ap-
kyma, O.A. bimivak, C.O. Ipunenko,
O.M. [Ipo3znos, C.B. €cpkos, B. A. Konec-
Hik, C.C.KyninoB, M. A. I[loropemnskuid,
I.B. Cepreena, €. 1. Cxynum, C. P. Taries,
P.M. IllexaBIioB mOCTiIKyBaau OEsSKi ac-
MIEKTH BTPYYaHHS y TPUBATHE CIIIIKyBaH-
HS Ta iX BUKOPHCTAHHS y KPUMiHAIEHOMY
MIPOBA/KEHHI.

OTxxe, METOKW CTATTi €: IOCIIIUTH
MpOOJIeMHI MUTaHHS IMPAaBOBOTO PETYIO-
BaHHS MpU poOOTi B TPAHCHMOPTHHUX TeJe-
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TPAHCMNOPTHI TENEKOMYHIKALIMHI MEPEXI AK IHOOPMALIVHE CEPELOBWLLE ANA OTPUMAHHSA...

KOMYHIKaI[IfHUX Mepexax IJisi OTPUMAaHHS
BIJIOMOCTEH 3HAYYIIMX JJIsl KPUMIHAIBHOTO
MPOBAKEHHSI I1i]] 4ac MPOBEICHHS Heryac-
HUX (CIITYHMX) PO3UIYKOBHX JIiH.

Bukaax Mmarepiany gocaiiskeHHs.
[Mo-nepire, BUBHAYUMOCH 3 IOHSATTSAMH «1H-
dhopmariitamii IpocTip» (abo 1HAKIIE «Ki-
OepIIpOCTip») Ta «TPAHCIIOPTHA TEIEKOMY-
HiKarliiiHa Mepexay, a TAKOXK SK 111 TTOHITTS
CHIBBIAHOCSTHCS.

[osiBa moHATTA «iHpOpPMALIHHUN TIPO-
cTip» Oylo 0OyMOBJIEHE 3pPOCTAIOYOI0 TI0-
TpeOOoIo CycmijbcTBa B MOCTiHOMY Oe3me-
pepBHOMY iHPOpPMALITHOMY MOTOLI.

3akoHOJaBeLb BU3HAUUB, 1110 iH(OpMa-
it — OyIb-SKi BimOMOCTI Ta/ab0 jdaHi, sKi
MOXYTh OyTH 30epeKeHi Ha MaTepialbHUX
HOCisX abo BioOpakeHi B €IEKTPOHHOMY
Bunmani'. 3a QimocopChKUM CIIOBHHKOM,
«mpocTip» —11e pinocodcbka KaTeropis, ska
nepenae crocid CrmiBiCHYBaHHS pO3MaiTHX
MaTepiallbHUX YTBOpeHb?. TakuM YHHOM,
00’€IHAaBIIN Pa3oM JBa MOHATTA, OTPHMA-
€MO TIEBHY CHCTEMY B3aeMOfii Cy0’€KTiB
100’ €KTiB OTOUYIOUOTO CEpeIOBHIIIA, TTOB 5I-
3aHUX MK COOOIO 3aBISKH MpOIecaM BH-
poOHMLTBa (CTBOPEHHs) IepeAadi Ta CIio-
xuBaHHS (OTpuUMaHHs) BimomocTed. Lls
cucrema i € «iHpOpMAIiITHUM POCTOPOMY.
L{iTKOM MOKJIMBO TOTOIUTHCH 3 JTYMKOIO
B.JI. I'mpuua ta B.H. YUynpunoi, ki namu
HacTymHe BU3Ha4YeHHS: «lH(MOpMaIiifHMiA
MIPOCTIp — 1€ CYKYIHICTh iH(QOpMAaITiiHuX
pecypciB i iHGPaCTPYKTYp, SIKi CKIAIAIOTh
JIeprKaBHi 1 MiDKIepKaBHI KOMIT IOTEPHI Me-
peXi, TEIIEKOMYyHIKAIlIifHI CUCTEMH 1 Mepe-
K1 3arajJbHOTO KOPHCTYBaHHS, 1HII TpaH-
CKOpJIOHHI KaHaJH nepenadi iHhopmartii»’.

Indopmaniiini cucremu, Taki sK Bcec-
BiTHS iHQOpMaIliifiHa cCHCTEeMa 3arajibHOTO
Jnoctyny IHTepHeT, € CKIaZoBUMHU Kibep-
pocTopy. 3rimHo 3 cT. 1 3akoHy Ykpainm
«IIpo TenexomyHikarii» iHdopMaIiiaa cu-
CTeMa 3arajbHOTO KOPUCTYBaHHI — L€ Cy-

KyIHICTh ~ TENCKOMYHIKalliHUX — MEpex
Ta 3aco0iB JUIs HAKOIWYCHHS, OOpOOKH,
36epiranns Ta meperaBaHHs ganux®. Jlami
B CT. | 3aK0oHy 3a3HaYa€THCA, 110 TEIEKOMY-
HiKaIliifHa MepeXa — KOMIUIEKC TEXHIYHUX
3ac00iB TENEKOMYHIKalild Ta CHOPYH, MpH-
3HAUEHUX I MapIIpyTH3aIii, KOMyTarlii,
nepenaBaHHs Ta/abo TpUiiMaHHS 3HAKIB,
CUTHAJIB, MMCBMOBOTO TEKCTY, 300pakKeHb
Ta 3BYKiB a00 MOBiIOMIIEHb OYIb-SIKOTO
POy 1O pajiio, MPOBOJOBUX, ONTUIHUX YU
IHIIX EeJeKTPOMArHITHUX CHCTEMaxX MiX
KIHIIEBUM OONaJHAHHSAM. Y CBOKO 4epry,
TPaAHCIIOPTHA TEJIEKOMYHIKaIliiiHa Mepexa
(TTM) — ue mepexa, mo 3abe3neyye me-
penaBaHHsl 3HAKIB, CHTHAJIB, MAChMOBOIO
TEKCTy, 300pakeHb Ta 3BYKiB ab0 MOBiJO-
MJIEHb Oy[b-SIKOTO POAY MIXK IiJIKIIOYCHU-
MU JI0 Hel TEeJICKOMYHIKAIliHHUMH Mepexa-

MU JIOCTYITy.
TakuM YMHOM, TPAHCIIOPTHA TEJIEKO-
MyHIKaIlifHa Mepeka — IIe HEBiJ €eMHa

yacTHHA WIOOATBEHOTO  1H(pOPMAIiHHOTO
MPOCTOpPY, SKa CTAHOBUTH COOOI0 iHQOP-
MalliiiHe cepefoBuIie, IO 3a0e3Meuye
nepefady uQpoBoi iHpopMamii (HaHWX)
y mmobanpHOMY iH(popMatiiitHoMy (Kibep-
HETUYHOMY ) IPOCTOPi.

VY TpaHCHOpPTHIH TeleKOMyHiKaIiiHIN
MepexXi IUPKYIIOITh TUPPOBI BiJOMOCTI,
AKI MOXYTb OyTH 3HAYyIIUMH AJIST KPHMi-
HAJILHOTO NIPOBAP)KEHHS, TOMY ITiJ] 4ac Mpo-
BE/ICHHSI HETJIACHUX CIITUuX (PO3IIYKOBHX
Qi) BUHMKAa€e HEOOXiqHICTh BUKOPUCTAHHS
TTM s HameXHOTO OTPUMAaHHA IUdpo-
BUX JIOKa3iB JIIsl iX MOJANIBIIOT0 BUKOPH-
CTaHHS B KPUMIiHAJIEHOMY ITPOIIECi.

Y miit crarri po3mISHEMO IIBa HaWi-
OlTbII 3HAYyMMX NPOOIEeMHUX THTAHHS,
SKi HEPO3pUBHO TIOB’s3aHI MiX CO0OIO —
e 3aKoHHICTh pobotu B TTM mpu orpu-
MaHHI IU(POBUX BiIOMOCTEH Ta TPaHCKOP-
JOHHHMH (EKCTEpPUTOpialbHUN) XapakTep
TTM, 1m0 3Ha4YHO YCKJIAJHIOE€ BU3HAYEHHS

" Mpo iHdopmaLito: 3akoH Ykpainu Big 02.10.1992 Ne 2657-XIl <https://zakon.rada.gov.ua/laws/show/2657—

12> para 3BepHeHHsA 18.12.2019.
2

3

B LwuHkapyk Ta iH, @inocoghcbkuli eHyuknoneduyHul crosHuk (Kuis 2002) 529.
B MNipuy, B YynpuHa, ‘MobansHoe uHghopmayuoHHoe npocmpaHcmeo u rpobrema docmyrna K MUpO8bIM UH-

gopmayuoHHbIM pecypcam’ <http://marc21.rsl.ru/upload/mba2007/mba2007_05.pdf> nata 3BepHeHHs1 20.12.2019.

4

15> para 3BepHeHHsA 18.12.2019.
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METENEB O.T1.

MPOCTOPOBOiI  JIii KpHMiHAJILHO-TIPOLIECY-
AJIBHOTO 3aKOHO/IABCTBA.

[Ipu mpoBeneHHI HEMIACHUX PO3IIYKO-
BUX (CiI4Mx) Aild mepin 3a Bce HEOOXiTHO
nepeaoaYnTH Ta 3a0e3MEUnUTH 3aKOHHICTh
pobotu B iH(OpMAIIHHOMY CEPEIOBHII
TTM, ockinbku Take BTpydYaHHS, IEBHUM
YUHOM, OOMEXY€ TpaBa Ta CBOOOIN JIFOIH-
HU Ha TAEMHHULIO CITIJIKYBaHHS.

Y BITYM3HSHOMY 3aKOHOJIABCTBi 3a-
Oe3rneueHHs TapaHTii mpaB i cBOOOA MO0
TAEMHULI CIIJIKYBaHHs 3aKOHOAABELb IIe-
pendaunB y HoBenax KpuminansHOro mpo-
HecyalbHOro Kozekcy Ykpainu. Tak, Bia-
noBigHO 10 1. 7 4. 1 ct. 7 KIIK VYkpainn
TaEMHUIIS CIIUIKYBAaHHS € OJTHIEIO 13 3arajb-
HHX 3acaJi KPUMIHAJILHOTO MPOBAKCHHS'.
Taxox y cT. 14 KIIK Ykpainu HaroiomnryeTs-
Cs1, IO i 9ac KPUMiHATBLHOTO TIPOBAHKECH-
HS1 KOXKHOMY T'apaHTY€TbCA TAEMHHMLS IIPU-
BaTHOTO JINCTYBaHHS, TeJIe()OHHUX PO3MOB,
TenerpadHOI Ta IHIIOI KOPECMOH[EHIIII,
iHmmx QopM crinkyBaHHS. CIMHOIO YMO-
BOIO BTPYYaHHS y TAEMHULIO CHUIKYyBaHHS
€ JIMIIE CyJOBE DILLECHHS, SIKE NPHHHATE
y Bumazakax, nepeadadenux KIIK Vkpai-
HHU, 3 METOI0 BHUSBJICHHS Ta 3amoOiraHHs
TSHKKOMY YH OCOOJIMBO TSDKKOMY 3JIOYHHY,
BCTAHOBJICHHS HOro 00OCTaBUH, 0COOH, sIKa
BUYMHHIIA 3JI0YHH, SKIIIO B IHIINH crI0ci0 He-
MOJKIIUBO JOCATTH i€l Mmetu. J{o Toro x iH-
dhopmairisi, oTpuMaHa BHACIIIOK BTPYYaHHS
Y CIJIKYBaHHS, HE MOXKe OyTH BUKOpPHCTaHa
1HaKIIe SIK 711 BUPIMIESHHS 3aBIaHb KPHUMi-
HaJIBHOTO MPOBAIKEHHS.

BigmoBigro nmo momoxkensp Pozmimy I
Pexomenpaniti Komitery wminictpiB Pagm
€ppormn «IIpo ocobmuBi MeTomu po3cii-
NyBaHb TSDKKHX 3JIOYMHIB, B TOMY YHCIi
TepopucTHYHUX akTiB» Bixm 20.04.2005

1

Ne Rec (2005) 10 ta Bumor €BporneiichKol
Konpenmii «IIpo 3axucT mpaB i OCHOBHUX
ceobon moauan»y (ETS Ne 5)° y 3akoHo-
JABCTBI YKpaiHu Oyj0 HEeO0OXiHO BKa3aTH
00CTaBHHU Ta YMOBH, 32 SIKHX KOMIICTCHTHI
opranu Oynu 0 YIIOBHOBaXKEHI 3aCTOCYBATH
0COOIHMBI METOIM PO3CIITyBaHHS Ta IIPH-
WHATH HaJEXXHI 3aKOHOJABYl 3aX0/H, sIKi O
JIO3BOJSUTM  HAJaBaTH JIOKa3W, OTpPUMaHi
B pe3yJbTaTi BAKOPHUCTAHHS OCOOIUBUX Me-
TOJIIB PO3CITiTyBaHHA, y Cyai. Takox 3rifHo
3 PexomenparissMu mporiecyanbHi HOpMH,
SIKI PEeryJaIol0Th HaJaHHS Ta HAJEXKHICTh
TaKuX JI0Ka3iB, TOBUHHI OyJIW TrapaHTyBaTu
npaBo OOBHHYBAauUCHOTO Ha CIIPaBEIJIUBE
CY[I0BE MPOBa>KEHHSI.

Sx Hacnigok, y KpuMminaneHuii npore-
cyanbHMI kojekc Ykpainu 2012 poxy OyB
BriroueHuit Posmin 21 «HermmacHi cimimai
PO3IIYKOBI Aii».

Takox 3 MeTOI0 3a0€3MEeUCHHS HalleXK-
HOI opraHizarii TPOBENCHHS HETIACHUX
3axoniB Oyna po3poOiieHa BiamoBimHa IH-
CTPYKIIS MIOAO0 OpraHi3amii HpOBEACHHA
HCP/, sika perymtoe npouecu BTpyYaHHS
y TpUBaTHE CIIIKYBaHHS, Y TOMY YHCIHI
B TPaHCMOPTHUX TEIEKOMYyHIKAI[iHIUX Me-
pexkax, a came 3HATTA iHpopmanii 3 TTM.
Binnosinno mo Incrpykuii 3usATTS 1H)OD-
Malii 3 TPaHCTIIOPTHHUX TEeJIEKOMYHiKalliid-
HUX MEPEXK MOJsirae B HEIIAaCHOMY IIpO-
BEJICHHI 13 3aCTOCYBaHHSAM BIJMOBITHUX
TEXHIYHUX 3aCO0IB CIIOCTEpEeKEHHS, Bij-
Oopy Ta dikcamnii 3micTy iHdopmarii, ska
nepeaeTbest 0Co0010, a TAKOXK OfiepIKaHH,
TIePEeTBOPEHHI 1 (ikcamii pi3HUX BHIIIB CHUT-
HaJIiB, IO MEePEIAIOTHCS KaHAJaMH 3B’ 13Ky
(3HaKW, CUTHAJH, TUCHBMOBHH TEKCT, 300pa-
JKEHHS, 3BYKH, MOBiJOMIIEHHS Oyab-SIKOTO
BUY)*.

KpvmiHanbHuiA npouecyanbHuid kogekc Ykpainnm: 3akoH Ykpainu Big 13.04.2012 Ne 4651-VI <http://zakon5.

rada.gov.ua/laws/show/4651—17> pnata 3BepHeHHst 19.12.2019.

2

06 ocobbix MeTogax paccrnefoBaHWs» TSHKKUX MPECTYNNEHUR, B TOM YiCne TeppopucTUYeckux aktos: Pe-
koMmeHaaumss Komuteta munHucTpoB CoBeta EBponbl rocyaapcrteam-uneHam ot 20.05.2005 N Rec (2005) 10
<https://zakon.rada.gov.ua/laws/show/994_6707?lang=uk> nata 3BepHeHHsi 18.12.2019.

3 KoHBeHLIisi NPo 3axuCT Npas | OCHOBHMX cBobopa NoanHKM, Pum, 4.X1.1950: KoHBeHLUio paTudikoaHo 3akoHoM
Ne 475/97-BP Big 17.07.97 <https://zakon.rada.gov.ua/laws/show/995_004> nata 3BepHeHHs 20.12.2019.

4 Tpo opraHizaLilo NPoBEAEHHN HernacHUX Crigumx (PO3LLyKOBMX) Aill Ta BUKOPUCTAHHA iX pesynbTaTis y Kpu-
MiHanbHOMY NPOBaKEHHI: IHCTPYKUisA 3aTBepaeHa Hakasom eHepanbHOT NpokypaTypu Ykpainu, MiHicTepctea
BHYTpIiLWHiX cnpaB Ykpainu, Cnyx6u 6e3nekn Ykpainun, AamiHicTpaduii [ep>xaBHoi NpuKopaoHHOT crnyx6u Ykpainu,
MiHicTepcTBa chiHaHciB Ykpainu, MinicTepcTtBa tocTuii Ykpainu Big 16.11.2012 Ne 114/1042/516/1199/936/1687/5
<https://zakon.rada.gov.ua/laws/show/v0114900-12> nata 3BepHeHHs 18.12.2019.

164

BICHUK KPUMIHATNIbHOIO CYOAOYUNHCTBA « Ne 4/2019



TPAHCMNOPTHI TENEKOMYHIKALIMHI MEPEXI AK IHOOPMALIVHE CEPELOBWLLE ANA OTPUMAHHSA...

TakuM YMHOM, TPAHCTIOPTHA TEICKOMY-
HiKalliiiHa Mepekxa € TUM iHpOpMaLiitHUM
CEepe/IOBHIIEM, JIe MPaBOOXOPOHHUMH Op-
raHamu, sIKi MarOTh TakKi ITOBHOBa)KEHHS,
32 YMOBH OTPHUMaHHS BiJIOBITHOTO CYIO-
BOTO PIIICHHS 3IHCHIOETHCS:

— KOHTPOJIb 32 Tele(OHHUMH pO3MOBa-
MH, 110 TIOJSTAaE B HEMIACHOMY MPOBEEH-
Hi 13 3aCTOCYBaHHSAM BIiIIOBITHUX TEXHIY-
HUX 3ac00iB, y TOMY YHCI BCTaHOBJICHUX
Ha TPAaHCIOPTHHUX TEJIEKOMYHIKaIliiHHAX
MepeKax, CIIOCTEpeXeHHs, BitOopy Ta (ik-
cauii 3MicTy Tesne)OHHHUX PO3MOB, IHIIOI
iHpopmarii Ta curnanis (SMS, MMS, ¢ax-
CUMIJIbHUH 3B’A30K, MOJEMHHUI 3B 530K
TOIIO), SIKI MEPEAArOThCs TEeIC(POHHUM Ka-
HAJIOM 3B’5I3KY, 110 KOHTPOIIIOETHCS;

— 3HATTA iHPOpMAIii 3 KaHAIIIB 3B’A3-
Ky, IIO TIOJISITa€ B HETJIACHOMY OJI€PIKaHHI,
MEPETBOPEHHI 1 (hikcallii i3 3aCTOCYBaHHIM
TEXHIYHHUX 3aC00iB, Y TOMY YHCI BCTaHOB-
JICHUX Ha TPAHCMOPTHHUX TEJIEKOMYHIKaIliii-
HHX MEpekax, y BIIIOBIAHIN GopMi pi3HHUX
BHIIB CHUTHAJIIB, SIKi ITePEHalOThCs KaHaja-
MU 3B’s13Ky Mepexi [HTepHeT, iHmux Mepex
repeaayi 1aHuX, M0 KOHTPOIOIOTHCS.

3a3HaunMo, 110 B TOOYIOBI Ta OpraHi-
3amii QyHKI[IOHyBaHHS TPAHCIIOPTHHX Telle-
KOMYHIKAI[IfHUX MEpeX BCE BH3HAYAETHCS
MDKHapOIHUMH CTaHAApTaMH, SIKi BH3HA-
YeHi MDKHApOTHOIO OpraHi3ali€lo 3i CTaH-
naprusaiii (ISO — International Standards
Organization). HaiiOinein Bigomuii cras-
napt ISO B cdepi TenexkomyHikarii — 1e 0a-
raropiBHEBa MOJE]b B3a€MOIT BIIKPUTUX
cucreM, Tak 3BaHa «moxenb OSI» (OSI —
Open Systems Interconnection), sika Oyia
po3po0IIeHa IS CIIOTYYEHHS Pi3HUX BHUIIB
O0OYHCITIOBATBHOTO Ta TEIEKOMYHIKAITIITHO-
ro 00JalHaHHS CTOPOHHIX BUPOOHHKIB.

i crapmapTd BUKIIOYAIOTH JIBOSIKE
TIIYMa4eHHs, MPOTE IOPUANYHE PO3YMIiHHS
Bukopuctanaa TTM sk indopmauiiHoro
cepeloBHIa IS OTPUMaHHS LU(PPOBHX
JIOKa3iB B iHTepecax KpUMIHAJLHOTO IpO-
Ba/KCHHS IOCUTh HEOJHO3HAYHE.

[Ipaktuka €Bponericekoro Cymy 3 mpas
JIFOIMHU CBITYUTH MPO T€, 1110 Y HAIIOHATb-
HUX 3aKOHOIABCTBaxX e Oararo «Oimux

1
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IUIAM», K1 HeOOXIOHO IUHAMIYHO 3aIloB-
HIOBAaTH 1 € HaranbHa MoTpeba B MpaBUIIb-
HOMY TMpaBOBOMY TIyMauyeHHI MpPaBOBHX
OPUIKCIB IS 3aXHCTYy TpaB JIIOAWHH TIiJ
Yac MpOBeICHHsSI HETTACHUX 3aXO0/IiB y TpaH-
CIIOPTHHUX TEJIEKOMYHIKAI[ifHIX MepexKax,
SKI CTOCYIOThCS BTPYYaHHS Yy IpPHBaTHE
CIIIIKyBaHHS, Y TOMY YHCJHI 1€ CTOCYETHCS
1 3asTTA iHGOpMarii 3 TTM.

Tak, €Bponericekuii Cyn 3 mpaB Jo-
IUHHU, PO3IVIsIatoun crnpaBy «bukoB mpotu
Pocii» (Bykov v. Russia) Big 10 Gepe3ns
2009 poxy Ne 4378/02, ne BU3HAB JIOTi4-
HUMH JIOBOJM OOBHMHYBau€HHS IPO T€, IO
YMHHI HalioHanbHI npasuia PO ctocoBHO
NPOCIYXOBYBaHHSI TeJIe(QOHHUX PO3MOB
HE TOBUHHI 32 aHAJIOTI€I0 MONIMPIOBATHCH
IO/I0 pajionepeaBaviB, a OTKe JUIs 3/iiic-
HEHHSI PaJiONepPEexOIIeHHsT pO3MOB (Tak
3BaHOTO «BUJILHOTO IMOIIYKY B panioedipi»)
OTpUMaHHS JIO3BONY CyAy HE MOTpiOHO.
B pimenni €sponeiickkoro Cymy 3 mpaB
JIFOMHY, 30KpeMa, 3a3Hadanoch: «Cyn He-
OIJHOPA30BO 3asiBJISIB, LI0 KOJIM HOETHCS
PO MEPEXOIJICHHS MOBIJOMIIEHb 3 METOIO
MOJIIIITHOTO PO3CIiAyBaHHS, «3aKOH Mae
OyTH JOCTaTHBO YITKUM Y CBOiX (hopmy-
JIOBaHHAX, W00 JaBaTH IpoMalsHaM Ha-
JIe)KHE PO3YMiHHS TOTO, 33 SIKUX OOCTaBHH
Ta Ha SIKMX YMOBaxX OpraHU JAEP)KaBH YIOB-
HOBa)XKCH1 BIaBaTHCSA IO TaKUX TAEMHHX
1 mMoTeHNiiHO Hebe3neyHnx crocobiB mocs-
TaHHs Ha iXHE MpaBo Ha MOBary a0 ocoOu-
CTOT'O JKUTTS 1 KOPECIOHACHIIID». .. Ha mym-
Ky Cymy, 1l IPUHIIAIK TaK CaMo 3aCTOCOBHI
JI0 BUKOPHCTaHHS 1 pajionepenaBadyis, sKi
3a CBOEIO TIPUPOIOIO Ta PIBHEM BTPyYaHHS
MIPAKTUIHO TOTOXHI TelreoHaM, SKi Mpo-
CIYXOBYIOTh. 3a BIJICYTHOCTI KOHKPETHHX
1 JAeTaJbHUX NPaBHJI 3aCTOCYBaHHS I[bOTO
croco0y CIIOCTEPEKEHHSI B paMKax «oIle-
PaTUBHOIO EKCIEPUMEHTY» HE CYNpOBO-
JDKYBaJIoCs IOCTaTHIMU 3aXOaMH 3aXHUCTY
BiJl PI3HUX MOXIIMBHX 3JI0BXHBaHb. OTXe,
HOro 3acToCyBaHHS YMOMJIMBIIOBAJO CBa-
BULIA 1 HE BIAIOBIZAIO0 BUMOraM 3aKOHHO-
cti». Cya OifioB BUCHOBKY MPO MOPYIIEH-
Hs MyHKTY 2 cTarTi 8§ KoHBeHil mpo 3aXucT
NpaB JIFOAWHY 1 OCHOBOTIOJIOKHUX cBOOO .

1 MakGpaiig, €sponelicbka KOH8eHUis 3 npae MOUHU ma KpuMiHansHUl npouec. lNpakmuka €sponelicbkoeo
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HiiicHO, 3 1H)XE€HEPHO-TEXHIYHOTO TII0-
DIy HEMae PI3HULII MK 0e3ApoTOBUM
paJioKaHaAIOM 1 MPOBOJOBUM KaHAJIOM Iie-
penadi iHpopMarii — 1 JuIe pi3Hi BUIU
cepenoBuiia (KaHAIM) TMepenadi JdaHuX.
TpancropTHI TeJIeKOMyHIKaIliiHI Mepexi
BUKOPHCTOBYIOTh YOTHPU OCHOBHI cepejo-
BWIIIA TIepenadi iHpopmariii 3 OMHOTO TyHK-
Ty B 1HIIINAHN:

Migni kabemni, sIKi BHUKOPHCTOBYIOTH
y JIOKaJbHUX OOUMCIIOBAIBHUX MEpExa
i Tene(hOHHNX a0OHEHTCHKUX JIHIAX.

OnToBoJIOKOHHI KabedTi, sSIKi BAKOPHCTO-
BYIOTh Ul BHCOKOIIBMAKICHOI mepenayi
JaHUX y TEJIEKOMYHIKalliiiHUX MepeKax.

Paniomiama3oH  BUTBHOTO — TPOCTODY,
SIKM BUKOPUCTOBYETHCS [UISL palio3B’sI3Ky,
MOOUITBHOTO 1 CYITyTHUKOBOTO 3B’ A3KY.

OnTHYHUH Jiana30H BiJIBHOTO MPOCTO-
PY, SIKUIl BHKOPUCTOBYETHCSI TSI KOHTPOITIO
iHppauepBOHUX BiJUIaJICHUX BUIIPOMIHIO-
Baub ([Y-mopTn).

[Ipotsarom GararboxX pOKiB y ceperno-
BHIII TIPOIECYATICTIB TOYMIINCS JHCKYCii
LIO0 3aKOHHOCTI NPOBEAEHHS «BLIBHOTO
MIOITYKY» Ha pajiokaHanax (y TOMY 49uCIi
TpaHkiHroporo i GSM 3B’s3Ky), KaHajax
NEHHKUHTOBOrO, (aKCUMiIBHOTO Ta Cy-
ITyTHUKOBOT'O 3B’A3KY. 3BUUYaliHO, B yMOBax
HOPMAaTHBHOI HEBHU3HAYEHOCTI Ha MOYATKY
XXI cTomiTTd Majau Micle 1 3JI0BKMBaHHSL.
[{inkoM 3aKOHOMIPHO 3 TODISAAY 3aXHUCTy
paB i cBOOO JIFOMUHU €BPONEUCHKUN CY/I
3 mpaB JropuHK e B 2009 poui mpuidHSAB
oOrpyHTOBane pimenns, a B 2012 pomi
3 TpuAHATTAM KpuMiHampHOTO TpoIecy-
aBHOTO KOAEKCY YKpaiHM B NHTaHHI 3a-
KOHHOCTI «BITLHOTO TIOIIYKY» B pamioedipi
Tex Oyira oCTaBJIeHA Kpamka: TaKi 3aXOIu
MIPOBOASATECSA TUTBKHA 3 CAHKINI CIiIY0TO
CyIIi.

B iHmux BUMmagax B HAlOHAJIBHUX 3a-
KOHOJIABCTBaX HEIOCTAaTHBO YITKO BH3HA-
YyeHi OOCTaBUHHU, 3a SAKHUX 3IIACHIOETHCS
BTPyYaHHS B CEpENOBHLIC TPaHCIIOPTHOI
TEJEKOMYHIKAI[IfHOT CHUCTeMHU IJIsl OTpH-
MaHHA OUpoBHX AoKa3iB. Tak, y crhpasi
«Poman 3axapoB mpotu Pocii» (Roman
Zakharov v. Russia) Bin 4 rpyans 2015 poky

Ne 47143/06 €Bponeticekuii Cya 3 mpas Jito-
JVHU JTIAIIOB BUCHOBKY: «...IIO TIOJOXKEH-
Hs 3akoHOnaBcTBa Pociiicekoi Dexpepariii,
SKHMH PErIaMeHTY€EThCS TIPOCIYXOBYBaHHS
3aco0iB 3B’513Ky, HE 3a0€3MeUyIOTh JOCTaT-
HiX Ta e(eKTUBHHUX TapaHTiid Bijl CBaBLILISA
Ta PHU3UKY IIEPEBUIICHHS TTOBHOBAXKCHB,
BJIACTHUBOTO OyIb-SKiH CHUCTEMi HETJIacHO-
TO CIIOCTEPEKECHHS, 1 OCOOIIMBO BHCOKOTO
B Takiil cucremi, e Ta€MHI ciyx0u 1 mpa-
BOOXOPOHHI OpPTaHU MaloTh Oe3MoCepeaHii
JOCTYIl A0 HPOCIYXOBYBaHHS MOOUIBHHX
TeneoHIB 3a JIOTIOMOTO0 TEXHIYHUX 3aCO-
0iB. 3okpema 0OCTaBUHHM, 32 SIKMX OpraHU
Jep>KaBHOI BJIai YIIOBHOBA)KEHI BIaBaTH-
Cs1 10 3aXO/IiB HEMIaCHOTO CIIOCTEPEKEHHS,
HE BU3HAYEH] JOCTaTHHO YiTKO. [TooxeHHs
PO TPUTHHEHHS 3aX0/IiB HEIIaCHOTO CIO-
CTepEeKeHHsI He 3a0e3MevyloTh JTOCTaTHIX
rapaHTiii BiJl CBaBUIBHOTO BTpy4aHHs. Ha-
[IOHAJIbHE 3aKOHOJABCTBO JIO3BOJISIE aBTO-
MaTHYHO 30epiratu HeakTyalbHi JaHi 1 He-
JOCTaTHBO BHPA3HO BH3HAYa€E OOCTaBUHH,
3a AKUX MaTrepia mpoCcayXoByBaHHS 30epi-
raeThCsl 1 3HUILIYETHCS MICHS 3aBEPLISHHS
cyznoBoro posrsiny. [1o3BiibHI npouenypu
He 31aTHi 3a0e3NeuyuTH MpPU3HAYCHHS 3a-
XOIiB HEIIACHOTO CIIOCTEPEKCHHS JIMILE
B pa3i «HEOOXiAHOCTI B JAEMOKPATHYHOMY
cychinecTBi». Hamisag Haxg mpocityXoBy-
BaHHAM, SIK BiH OpPraHi30BaHHH Ha CHOTOII-
Hi, HE BIiJIOBIJa€ BUMOraM HE3aJICKHOCTI,
ITOBHOBAKEHL 1 KOMIIETEHI[IT, JOCTATHIM
JUISL 3JIACHEHHsS] €(QEKTHBHOIO 1 TMOCTIH-
HOTO KOHTPOIIIO, TPOMAJICBKOTO HArIsIy
Ta e(EeKTHBHOCTI Ha mpakTuili. EdexTus-
HICTh 3aC00IB IOPHIUYHOTO 3aXUCTY 3MEH-
MIYETHCS Yepe3 BIICYTHICTH MTOBITOMIICHHS
B OyIlb-SIKMIi MOMEHT IIPO IPOCIYXOBYBaH-
Hsl 200 HAJEXHOTO IOCTYNy IO NOKYMEH-
TiB, MOB’S3aHUX 13 MPOCIYXOBYBAaHHSM...
[loka3oBo, 10 HaBeAEHI BHIIE YITyLIEH-
HS B NpaBoBil 0a3i IMOBIpHO BILIMBAIOThH
Ha came (DYHKLIOHYBaHHS CHCTEMH Herac-
HOTO CIOCTEpEeXEHHs, sKa icHye B Pocii.
Cyn He mepeKOHaIH JOBOJH BIaId CTOCOB-
HO TOTO, IO BCi MpocCiIyXxoByBaHHS B Pocii
3MIHCHIOIOTHECS 3aKOHHO 3 BIAIOBIZHOIO
no3Bony cyny. [lpukiany, HaBeoeHi 3asB-

cyOy 3 npas nduHu. Pada €eponu (Opyze sudarHsi) (Kuis, K.I.C. 2018) 154—-155.
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HUKOM Y XOJi TPOBa)KCHHS B HaIliOHAJb-
HUX CylaX... 1 MiJ 4ac po3IIsiLy B LbOMY
Cyi... cBiq4aTh Mpo iCHYBaHHS CBaBUILHOL
Ta HAJAMIpHOI TMPAKTUKW BHACIIJIOK HEIO-
CTaTHIX TrapaHTidd, nepeadadeHux 3aKoHO-
JABCTBOM... 3 OISy Ha Ha3BaHI BUIIE
ynymenas CyJ BBaxkae, 0 pociiichke 3a-
KOHOJABCTBO HE BIAMOBiIae BHUMO3i IIPO
«IKICTh 3aKOHY» 1 HE 3IaTHE YTPHUMYBaTH
«BTPYYaHHS» B MEXaX «HEOOXiTHOTO B Je-
MOKPAaTUYHOMY CYCHIBCTBI». Binmosin-
HO, Ha TyMKy €Bponelicskoro Cyay 3 mpas
JIOWHHU, Majo Micle NOpYIIEHHS CTaTTi
8 Konsenuii'. Kpim Toro, mae micre Hesa-
KOHHE 3aCTOCYBaHHS TEXHIYHHX 3aco0iB
JUISL OTPUMaHHs 1H(opMallii 3 cepeoBHUIIa
TTM. Tak, y cBoeMy pillleHHI IO crpa-
Bi «Bam Bougems mporn Hinepnanmisy
(Van Vondel v. Netherlands) Bix 25 xoBT-
Ha 2007 poky Ne 38258/03 €Bpomneiichkiii
Cyn 3a3Havae: «3assBHUK CKapyKUBCS Ha I0-
PYLIEHHS HOro mpaBa Ha HEJOTOPKAaHHICTh
MIPUBATHOTO XHUTTS, 60 HU3Ka Horo (Tene-
(hoHHHX) po3MoOB i3 maHoM P. Oymna 3ammca-
Ha OCTaHHIM 3a JOIIOMOTOI0 IIPUCTPOIB, SIKi
HenapraMeHT BHYTPIIIHIX pPO3CIiTyBaHb
HamionansHoi nmouminii Hagas naxosi P., Ta-
KOXX JIaBIIM BKAa3iBKM MIONO CYTi PO3MOBH,
SIKy CIIiI BECTH 13 3asBHHUKOM... Xoua Cyn
1 pO3yMi€ MPaKTU4HI TPYIHOII, HA SIKi Ha-
paxkaeTbesi ocoda, KOTpiil opranu ciijgcTsa
HE JOBIpSIOTH, 200 KOTpa MOOOIETHCS, IO
BOHH i HE TOBIPSIIOTH, IPH MiATBEPIKEHH]
iHdopmarrii, IKy BOHA TOBIIOMIISIE TaKUM
OpraHaM, a TakoX, LIO 3 Ili€i IpUYMHH Ta-
Kiii 0co0l MO)xe 3HamoOWTHCA TEXHI4Ha
JoTIoMoTa 3 OOKYy IWX OpraHiB, MPOTE BiH
HE MOXE MOTOJUTUCS 3 THM, L0 HaJaH-
HSl Takoi JOMOMOTH 3 OOKy OprasiB Biajau
HE PEryJII0I0ThCS HOPMaMu, CIIPSIMOBAaHUMHU
Ha 3a0e3MeueHHs MPaBOBUX IApaHTii IPOTH
cBaBubHUX Aii. Uepes ne Cyn BBaxae, 1o
B TOMY, IO CTOCYETBCS OCKap>KyBaHOTO
BTpy4YaHHs, 3asBHUK OyB m030aBieHUi
MiHIMallbHOTO CTYIICHSI 3aXHCTY, Ha SKAH

' Tam camo 152-153.

2 Tam camo 154-155.
3

BiH MaB MpaBO BiAMOBIAHO OO MPHUHLUITY
BEPXOBEHCTBA MpaBa B JAEMOKPATHUYHOMY
cycninbeTBi»?. €Bponeiichkuii Cyn 3 mpaB
JFOJIMHU JTIAIIOB BUCHOBKY, 1[0 BTPYYaHHS
B 0COOWCTE JKUTTS OyII0 3iHCHEHE HE «3Ti-
HO 13 3aKOHOMY, a I[LOTO JIOCHTH, 0O BU-
3HaTH MopyIeHHs ctarTi 8 KonBeHitii.

Pazom i3 TuM, MiXkKHapoIHA TIpaBO3HA-
BYa CIUIFHOTA IOCTIMHO OCIHIIKYE TH-
TaHHS Ta YIOCKOHAJIOE MiAXOIH, ITOB’A3aH1
3 HPOBEICHHSAM OCOOJIMBHX METOHIB PO3-
CIiAYBaHb TSOHKKMX Ta OCOOJNMBO TSHKKHX
3JI0YMHIB, A€ BaXIUBa pojb y OOpOTHOI
31 3JIOYMHHICTIO Bi/IB€A€HA BUKOPUCTAHHIO
CepeIoBHIIA TPAHCIOPTHUX TEJIEKOMYHIKa-
WIHUX MepeX AJsl OTPUMaHHS 3HadylIol
JUI. KpUMIHaIBHOTO CIifcTBa iH(OpMAaLii.
Tak, y KOHIIENITYyaJIbHUX JOKyMEHTax 3 IH-
TaHb 3a0e3MeYeHHs HAIllOHAILHOI Oe3reKn
NPOBIJIHUX JIEMOKpPAaTHYHUX JepikaB (30-
kpema — CIIA, Bemukoi bpuranii, ®PH
TOIIO) ONHHWM 13 BaXUIMBUX MEXaHI3MIB
MOHITOPUHTY CTaHy HaIlilOHaJbHOI Oe3re-
KA BU3HA4YE€HWH HerIacHWU 30ip, MOIIyK
Ta (ikcamis iHpopMarlii 3 BUKOPUCTAHHIM
CUCTEM TiepexoruieHHs iHdopMariii B Teme-
KOMYHIKaI[IHHIX Mepexax’.

Bararopiunuit 1OCBiI NPOBIAHUX KpaiH
y OOpoTbOi 31 37OYMHHICTIO Ta TEPOPH3-
MOM OJIHO3HAYHO CBIIYUTH IPO BUCOKY
e(DeKTUBHICTH, BIPOBAHKCHHS CHUCTEM IIC-
PEXOTUICHHS B 1H(pOPMAIIiHHOMY TPOCTOPi
TPAHCTIOPTHUX TEJNEKOMYHIKAIHHUX Me-
pex anst 300py MpeBeHTHBHOI iH(popMmariii
IO/I0 TEPOPHUCTUYHUX AKTiB Ta iHIII TPO-
TUNpaBHi Aii, o rianyoTecs. B «Konsen-
1ii mpo kibep3mounHHICTE» Bix 23.11.2001
(abo bynmamemrtcekili KOHBEHIII), siKa pa-
tudikoBana BepxoBHowo Panoro VYkpainu
07.09.2005, 3a3Ha4a€ThCs, M0 3MIHCHEHHS
nepexoruieHHst iHdopMalii y Mi>KHApOJHUX
TEJICKOMYHIKAI[IHHUX Mepexax € HeoOXis-
HOK) YMOBOI OOpPOTHOM MPOTH HAHOLIBII
HeOe3MeyHnx  3JMI0YMHHUX  YIPYNOBaHb
Ta MDKHApOAHUX TepopucTi?. 3rogom OyB

B CepboriH, ‘TIpobrnemu CTBOPEHHS CUCTEMU MOHITOPUHTY iHdopMaLifHoro npoctopy YkpaiHun' IHghopmauitiHa

besneka Oepxasu y ceimsi po38Umky cy4acHux iHghopmauyitiHux mexHornoeait: Mamepianu Hayk.-rpakm. KOHg.

(m. Kni, 30 yepBHs 2006p.) (Kuis 2007) 100.
4
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KoHBeHLjis npo kiGepanounHHictb Big 23.11.2001. PaTudikoBaHo i3 3acTepexeHHaMM i 3asiBamy 3aKOHOM
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OpUiHATUN «Jl0NaTKOBUII IIPOTOKOI IIPO
KpUMiHaTi3aMilo Al pacUCTCHKOrO W Kce-
HO(OOCHKOTO XapakTepy, BUMHEHUX dYepe3
KOMIT'10TepHI cuctemu» Big 28.01.2003,
skuil OyB patudikoBanuii Bepxopnoro Pa-
noro Yipainu 21.07.2006 '. isHHA, SKi
niepenbadeni Konpenriiero Ta JJomaTtkoBum
MIPOTOKOJIOM, IIJIATAIOTh  00OB’SI3KOBIM
KpuMiHami3amii aep>kaBoro, Mo ix patudi-
KyBajia, MOIUIAIOTHCS HAa YOTHUPU TPYIH:
1) mpaBonopyIieHHS TIPOTH KOH]IIEHITiH-
HOCTI, IJIICHOCTI ¥ TOCTYNHOCTI KOMII 10~
TEPHUX JAHHUX 1 CHCTEM; 2) MPaBOMOPY-
IICHHS, SKi ITOB’53aHi 3 KOMIT I0Tepamu; 3)
MPaBOMOPYILICHHS, SKi OB’ sI3aHi 3i 30epi-
raHHsM iHpopmanii; 4) mpaBomopyIeHHs,
SIKi TIOB’s13aH1 3 MOPYLICHHSIM aBTOPCHKUX
1 CyMDJKHHX TIpaB.

Ha cboromui KonpeHiiis npo kidep3io-
YUHHICTh 3JTUIIAETHCS] HAMOIIBI aKTyah-
HAM MDKHApPOIHUM JTOKYMEHTOM BiTHOCHO
KiOep3IIOUNHHOCTI 1 eleKTpoHHuX (1Iudpo-
BHX) noka3iB. [Ipym mpomy BOHa TOCTIHHO
OHOBJIIOETHCSL B IPOTOKOJAX Ta KEPIBHHUX
BKa3iBKax. Takok aKTUBHO BEAYTbCA IeEpe-
MOBHHHU cTocoBHO [lpyroro JlogaTkoBoro
MPOTOKOJTY IOAO PO3LIMPEHHS MIXKHAPOJ-
HOTO CHIBPOOITHHUIITBA i JOCTYITy JO JO-
Ka3iB B «XMapHHX CXOBHILAX», IO B IEp-
CHCKTHMBI 3HAYHO 30UIBIINTH KIJIBKICTh
THCTPYMEHTIB Ta 3ac00iB 17151 3a0e3MeueHHs
BEPXOBEHCTBA MpaBa B KiOepIpoCTOpi.

[Hmmit  mpobnemumit  acnmekr TTM
SK CEpeloBUINA JUISi OTPUMAaHHs BiJO-
MOCTEH 3HAYYIIUX Ui KPUMIHAIEHOTO
[IPOBAJUKEHHS — 1€ EKCTepUTOpiaIbHUN
XapakTep TPAHCIHOPTHUX TEJIEKOMYHiKa-
LiAHUX MEPEX IBOTO LITyYHO CTBOPEHOIO
iH(popmMariitHoro mpocrtopy. Ll obcraBuHa
CTaBUTh MiJ CyMHIB TpaJWIliifHEe MOHATTS
TEPUTOPIalbHOI IOPUCIOMKIIT, a TAaKOX OC-
HOBHI HOPMH MDKHApOJHOTO IpaBa B 4Ya-
CTHHI, II0 CTOCYIOTHCSI BU3HAYCHHS MICIIS

37I04MHY B KibepHeTHUHOMY mpocTopi. [o-
siBa KiOEpIpOCTOPY SK OCOOJIMBOrO cepe-
JIOBUIIIA ICHYBaHHS JIIOJMHU BXXE MPU3BEI0
JI0O KOpPIHHUX 3MiH Y COLiyMi apXeTHIIiB,
puT™Max (QYHKI[IOHYBaHHS, ECTETUYHUX 00-
pasax, MOACNIAX EKOHOMIYHOI HisSUThHOCTI
ta (hopMax comianbHUX B3aeMoii®. OTxe,
BUHHUKHEHHS] HOBOTO CEepeOBHUIIA JUIs B3a-
€MOoii Cy0’ €KTiB MMPaBOBHX BiTHOCHH 3yMO-
BUJIO BUHMKHEHHS Ha0araro mupLIoro Komua
IOPUINYHUX MUTaHb, Ha SIKi IO LBOTO Yacy
1Ie He 3HaliIeHo BiAmoBineil.

Li mpaBo3acToCOBHi MPOOIEMHU 3aKOHO-
MipHO IPUBEPHYJH yBary 3JI04WHHOT CIiJIb-
HOTH JI0 BUKOPHCTaHHS TPAaHCIIOPTHHX Te-
JICKOMYHIKaIl[iIHHUX MEpeX Yy CBOIX MLJIsX,
OCKIUJIBKHU KiOEepIpOCTip T03BOJISIE:

— 3OIMCHIOBATH BIIJAJIEHUN 3B’ S30K
MK 3JI0YMHHAMH YTPYTIOBAaHHIMU;

— 3MIACHIOBaTH aHOHIMHHM MOIYK CIIi-
BYYaCHHUKIB Ta 3HAPSAb 3JI0YHHIB,;

— 3MIACHIOBATH TONIYK 1 BUBYCHHS (Ue-
pe3 comialbHI Mepeski) MOTESHITIHHUX KEPTB
1 00’€KTIB 3JI04YMHIB;

— BHUKOPHCTOBYBAaTH IJIOOANbHY Mepe-
Ky lHTEepHET 1 roTyBaHHS, 3HiHCHEHHS
3JI0YMHY, & TAaKOXK 3HUILEHHS CIIiJIB Ta 03-
HaK 3JIOYMHY TOLIO.

Bkasani 00cTaBUHM JHIIE MiATBEPIKY-
I0Th HarajbHy HEOOXiJHICTb YITKOTO 3aKO-
HOJAaBYOTO PETYIIOBAaHHA MpOIeCyalbHOT
JISUIBHOCTI B TPAHCIIOPTHUX TEIIEKOMYHiKa-
MIHHUX Mepexax JJisi 3a0e3leueHHs B Iil
cdepi CyCIUIbHUX BiTHOCHH O€3MEeKH 0CO-
OHMCTOCTI, CYCIIUILCTBA 1 IEPKABH B IIIOMY.

TakuM 4YMHOM, OFZHUM 13 AKTyaJIBHUX
MpoOJIeMHNX THTaHh y CYYacHIH Teopii
JIOKa3iB € BU3HAUYEHHS MICIIS 3JI0YHHY B iH-
(hopmariiitHoMy TIpOCTOpi TPaHCIIOPTHUX
TeleKOMYyHikaliitHnx Mepex. Ha ceoromni
ICHY€ KiJIbKa MiJXOIB TPHU POl IOpH-
JUYHUAX PO30DKHOCTEH ITiJ] 4ac Po3Ciiay-
BaHb 3JIOYMHIB y KibepnpocTopi. B mepro-

Big 07.09.2005 N2824-IV (2824-15)

18.12.2019.
4

<https://zakon.rada.gov.ua/laws/show/994 575> pata 3BepHEHHS

HopnaTkoBuii npoTokon Ao KoHBeHLi Npo Kibep3no4nHHICTb, SKMIn CTOCYETBCSA KpUMiHanisauii gl pacucTcbkoro

Ta KCeHoobBHOro xapakTepy, BUMHEHUX Yepe3 Komm'toTepHi cuctemu Big 28.01.2003, MNpotokon patudikosa-
Ho i3 3acTepexeHHaMm 3akoHom N23-V (23-16) Big 21.07.2006 <https://zakon.rada.gov.ua/laws/show/994_687>
narta 3BepHeHHs 18.12.2019.

2 N [OszanowwuHckuin, ‘OcoBEHHOCTM KOMMYHWKATUBHOTO MoBedeHWs B kuBepnpocTpaHctee' Mamepuassi
85 Bcepoccutickol Hay4HoU wkorbl 051 Morodexu («Mpobnembl B3anmMoaencTBus si3blka U MbllwneHus»), (Mo-
ckBa, ceHTa6pb 2010) (Mocksa 2010) 17.
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My TiIXOZi 32 OCHOBY OepeThcsi MPUHIUI
rpOMaJISIHCTBA (HALIOHAJBHUK TPHHIUI),
3TiJHO 3 SIKUM TPOMAsIHM YKpaiHU Ta 0CO-
O6u Oe3 TpoMajsMHCTBA, IO MOCTIHHO MpPo-
KHUBAIOTh B YKpaiHi, sIKi BYNHUIU 3JI0YNH
3a 11 MeXaMu, TiAIATaloTh KPUMiHAJIBHIN
BiAMOBianbHOCTI 32 KpuMiHATbHUM KO-
JIEKCOM YKpaiHu, SKIIO iHIIe He mepemoda-
YEeHO MDKHapOJHMMH JOrOBOpaMH YKpai-
HH, 3roJa Ha OOOB’SI3KOBICTH SKMX HaJaHa
Bepxosnoto Pamoro Yipainu (u. 1 ct. 7 KK
Vkpaian)'. Skmo rpomaasHuH YKpaiHH
a00 ocoba 0e3 rpoMajITHCTBA, SIKA MMOCTIHHO
MpOKUBa€E B YKpaiHi, 38 BUMHEHUH 32 KOp-
JOHOM 3JIOYMH 3a3HAJIM KPUMIHAIBHOTO
IIOKapaHHs 3a MeXaMu YKpaiHu, TO BOHH
HE MOXYTh OyTH TPHUTATHEHI 10 KPHMi-
HAJILHOI BIAMOBIZAJIBHOCTI 3a Il 3JIOYMHU
(4. 2 ct. 7 KK). Lle BurmuBae i3 cT. 61 Kon-
cTUTyIii YKpaiHu, e 3a3HadyeHo, 0 HiXTO
He MO)ke OYTH IBidi IPUTATHEHUH 110 IOPH-
QUYHOT BIATOBIJAIBHOCTI OJHOTO BHIY
3a oiHe U Te came mopymieHHs’. B npyro-
My MJXO0Ji, BBAXKAETHCA, IO 3JIOYUH ITiJI-
najae MiJl IOPUCAMKIIIO0 JepXKaBH, Ha Te-
puropii sxoro BiH OyB 3ailiCHeHUH, TOOTO
MepII 32 BCE BPaXOBYETHCS MiCIle BUMHEHHS
3II0YUHY.

Ha cporoaHi came MmoHATTA MicCLd BUU-
HEHHS 3JI0YMHY B YKPaiHCHKOMY 3aKOHOJIaB-
CTBI YiTKO JTOCi HE BU3HAYEHO, TOMY AyMKHU
HAyKOBIIB 3 LIbOTO IPHUBOLY HABOASTHCS
pizHi. Tak, Kpuminanpaui Kogeke YKpainu
BH3HAYa€ Micle BUMHEHHS 3JI0YMHY B OfI-
HUX BUNAJKaX K TEPUTOPi0 YKpaiHu (CT.
cT. 268, 334 KK), exoHOMI4UHY 30HY YKpaiHu
(ct. 243 KK); noBiTpsiHuii mpocTip YkpaiHu
(ct. 282 KK); B iHIIMX BUITaJKaX BOHO BH-
KOPHCTOBYETBCA SIK reorpadivyHe MOHSATTA,
Hanpukian, y cT. 240 KK Ykpainu — ue Ha-
apa, B cT. 241 KK Ykpainu — ue armocgep-
He ToBiTps, B cT. 242 KK Ykpainu — Boa-
Hi 00’ekTH, B cT. 243 KK VYkpainu — mope,
BHYTPIITHI MOPCBKI 1 TepUTOpiaJIbHI BOAH,

1

show/2341-14> pata 3BepHeHHs 18.12.2019.
2

show/254k/96-Bp> faTa 3BepHeHHs 18.12.2019.
3

Hayka 132.
4 Tam camo 133.
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B cT. 244 KK VYkpainu — 116 KOHTUHEHTab-
HUH [enbd; y TPeTix BHIAAKaX IMif Mic-
[[eM BUMHCHHS 3JI0YMHY PO3YMIETHCS IEBHA
TEPUTOPIs, HA SIKIH JIOMUHA TIPOXKUBAE UM
3aiiMa€eThCsl BUPOOHHUOO a00 IHIIOM Ii-
SUTBHICTIO, HANPUKIIAA, XKUTIIO, 1HIIE IMPH-
MimeHHs 9u cxoBuiie (cT.cT. 185, 186, 187
KK VYkpainn), piukoBe, MOpchbKe abo TOBi-
tpsiae cynHo (cT. 278 KK Ykpainu), Tpan-
cnopTHi kKomyHikaii (cT. 279 KK VYkpainn),
BUOYyXOHEOe3MeuHi MiAIprueEMCTBA, BUOYXO-
Hebe3neuni uexu (ct. 273 KK Vkpainn).

SAx 3aznagae B.I. Mopos, ananiz me-
peniky Miclsl BYMHEHHSI 3JI0YMHY CBif-
YHTh, IO BiH € Pi3HOOIYHUM, ajie HE TOB-
HUM, KpiM TOTrO, BiH HE MAa€ HaJIEXHOI
knacugikamii. HaykoBenp yBaxkae, 110
Miclle BUMHEHHS 3JI0YMHY MOXHA KJlacu-
(ikyBaTH 32 TaKUMHU KpUTepisiMu: 1) Micie
BUMHEHHS 3JI0YMHY SIK (i3WYHUI TpOCTIp;
2) Mmiciie BYMHEHHS 3JI0YHMHY SIK COIliaTbHe
(cycminbHe yTBOpEHH:); 3) MicIle BUMHEH-
Hsl 3JI04MHY SIK yTBOPEHHS, LII0 Ma€ IpaBo-
BUii cTaryc’. BoHa copmyintoBasa moHATTS
«Micle BYMHEHHS 3JI0YMHY» TAaKUM YHHOM:
«[Tix MiclieM BYMHEHHS 3JIOUMHY MOTPiOHO
PO3YMITH TEpPHUTOpilO, 1HIIE MicIe, SKEe Xa-
pakTepusyeTbess Qi3MUHUMU, COI[IaIbHUMU
1 IPaBOBUMH KpUTEpisiMH, A€ Oyl0 po3mo-
4aro, MPOJIOBKEHO YU MPUMTHHEHO 3JI0YHH-
HE JTITHHI» .

3a3BuyYaid, i MiCIIeM 3JI0YHHY B By3b-
KOMY CEHCI BBaXKAIOTh TEPUTOPIIO, Jie 0e3-
HOCEpPEeNHbO OyJI0 CKOEHE MPOTUIPABHE
IUSTHHS 1 Ha SKiH MOXIUBO TiepeadadnTH
3MiHHU B OTOYYIOUOMY CEpeIOBHIL, 00yMOB-
JICHI 1TUM SBHIIEM. Y IIMPOKY CEHCI MicIle
37I0YMHY — L€ IUISIXH MiAX0Y 1 BTeui 3 Mic-
1151 TIOJ1i1, @ TAKOXK MPUIISTaroui AUIssHKA. Taki
O3HAaKH, SK OE3MOCePeHICTh, HASBHICTH
3MiH B OTOYYIOUOMY CEPEIOBHIII, HE Mij-
nanaloTh IiJ BU3HAYCHHs iH(OpMaliiHO-
TO TPOCTOpY, SIKUH CTBOPEHUH Ta iCHYeE
SK EKCTepPHUTOpialibHEe HITyYHE YTBOPCHHSI.

KpumiHanbHuin kogeke Ykpainu: 3akoH Ykpainu Big 05.04.2001 Ne 2341-IIl. <https://zakon.rada.gov.ua/laws/
KoHcTuTyuis Ykpainn: 3akoH Ykpainn Big 28.06.1996 Ne 254k/96-BP <https://zakon.rada.gov.ua/laws/

B Mopo3, ‘TIoHATTS MicUst BUMHEHHS 3MI04MHY SIK 03HaKuM 06’EKTMBHOI CTOPOHU 3rnouuHy’ (2014) 5 FOpuduyHa
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METENEB O.T1.

[Ipu upoMy y KpUMiHaIBHOMY 3aKOHOAAB-
CTB1 HE iICHY€ TaKOTO MOHATTS, K 3JI0YWH,
CKOEHUH y KiOEpHETHUYHOMY TPOCTOpi, Of-
HaK y JeSKUX cTartsax KpuMiHaibHOTO KO-
JeKcy Ykpainu mioOanbHa Mepexa [HTep-
HeT (OKpeMuil BUMANOK iH(oOpMaliiHOro
MIPOCTOPY) BHIUISAETHCA SIK KBamiQikyroda
O3HAaKa, ajie 3aJIUIIAETbCA BIOKPUTUM IHU-
TaHHS 100 KOHKPETH3aIlii MiCIIs 3JI0UYUHY
B KibepHEeTHYHOMY mipocTopi. [IpoBeneHmit
aHamiz cr.cT. 361-363 Pozminy XVI KK
Vkpainu «3mounHN y cdepi BUKOPUCTaH-
HSl €JIEKTPOHHO-OOYHCIIIOBATBHUX MAIIUH
(xoMIT’FOTEpiB), CHCTEM Ta KOMIT IOTEPHUX
MEpEXK 1 MEPeX EJEKTPO3B’A3KY» 103BOIISIE
JITH BUCHOBKY, 110 3JJOYMHH, CKOEHI B Me-
pexi [HTepHET, MOXKJIMBO BITHECTH JIO KOM-
m’rotepHux 3nounHiB. Tak, y ct. 361 KK
VYkpaiHu BHU3HAYA€THCS BiIMOBIAAIBHICTD
32 HECAHKI[IOHOBaHE BTPYy4YaHHS B po0O-
Ty KOMIT IOTepHUX Mepex; y cT. 361-1 KK
Ykpainu — BCTAHOBJICHA BiIIOBITAbHICTD
3a CTBOPEHHS 3 METOI0 BUKOPUCTAHHSI, PO3-
TTOBCIOKEHHS a00 30y Ty IIKiIINBHX (Bipy-
CHHUX) TIPOTPAMHHUX UM TEXHIYHUX 3aCO0IB
JUIl HECAHKI[IOHOBAHOTO BTPYYaHHS B PO-
00Ty KOMII'FOTepHHX Mepex; y cT. 362 KK
VYkpaiHu — BiJllIOBiNaIbHICTh 32 HECAHKIIi-
OHOBaHi Aii 3 iHpopMali€ro, sika 00poos-
€THCSI B KOMIT' IOTEPHUX MEpexkax; y cT. 363
KK VYkpainm — o3HaueHa BiJIMOBijab-
HICTh 32 TIOPYIIEHHS MpPaBWJI eKCILTyaTamii
KOMIT'IOTepHUX Mepex; y cT. 363—1 KK
VYkpaiHu — BCTaHOBJICHA BiJIOBIIAJIbHICTD
3a TIePEIIKOKAHHS POOOTI KOMIT IOTEepHHUX
MepeX IIISIXOM MacoBOTO PO3MOBCIO/IKCH-
HS TIOBiJIOMJICHb €JIeKTPO3B’s3Ky. MaioTh-
cs Ha yBa3i DoS-arakm (Bim ammi. Denial
of Service «BimMoBa B OOCIYrOByBaHHI»),
a SKIIO araka MPOBOAUTHCS OAHOYACHO
3 BEJIMKOi KIIBKOCTI KOMII IOTEPiB, KaXyTh
npo DDoS-araky (Bin aummi. Distributed
Denial of Service. po3raiy)keHa aTaka THUILY
«BiIMOBA B 00CITyTOBYBaHHI»).

CyyacHa KpHMiHQJIICTHYHa METOAWKA
PO3CIiLyBaHHS 37I0YHMHIB Y cdepi KoM 10-

1

TepHOi iH(popMaIii BKa3zye Ha OIS MicLs
3JI0YUHY, @ came poOOYOro MicCIs MiT03pto-
BaHOTO, a TAKOXK BUIMKY TEXHIYHUX 3aC001B
1 JIOKYMEHTIB, BiJJOMOCTeH, 110 30epira-
FOTBCS Ha MAaIlIMHHKUX HOCIAX iH(popMarrii L.
IIpore, sixto 6patw 10 yBary, o inpopma-
midHnk (KibepHETHUHUA) TIpocTip (Y TOMy
YUCITI — TPAHCIIOPTHA TEJIEKOMYHIKaIliifHa
Mepexa) — IIe IITYYHO CTBOPEHE EeKCTe-
puTOpiabHe TUQPPOBE CEPEIOBHIIE, SKE
(hyHKIIIOHY€ 32 MPUHIMIIAMA Ta TpaBHIIA-
MU, BiIMIHHAMH BiJ] 3BUYHHX sl Hac i-
3UYHUX SBUII, TO 3a3Ha4eHa NeiHillis mo-
TpeOye yTouHeHHs. B iboMy pazi MOXKIMBO
norogutuck 3 nymkoro I.C. IckeBud, 1o
«...MiCIIeM 3JI0YMHY MOXe OyTH dYacTHHA
iHpopManiitHoro mpocropy (IoMeH, cair),
B SIKOMY (PaKTU4HO OYB 3[1HCHEHUI 37I09NH
aKTHBHUM KOpHCTyBaueM. Y I[bOMY BH3Ha-
YEeHHI TOCTABJICHI B MPSAMY 3aJIEKHICTh Ba
(dakropu: pakTUIHE MicCIIe 3JIOUNHY — CaHT,
SIKHUH 3apeeCTPOBAHUM Ha CEPBEPI, IKUI Mae
(hi3uyHE po3TaNTyBaHHS Ha MTEBHIN TEPUTO-
pii, i oco0a, aKTUBHUI KOPHCTYBaY Mepexi
[HTEpHET Y MOMEHT 3ifICHEHHS 3JIOYHHY.
Taxuit miaxig MOXKe TMONETIIUTH i1eHTH]i-
Kallit0 3JI0YMHIIS, OCKIJIbKU Cy4acHI METOAH
HE JTAI0Th BUCOKOi TOYHOCTI OKpEMO, a 3a-
NPOMOHOBaHe (OPMYITIOBAHHS JJO3BOJISIE
NPaBOOXOPOHHUM OpraHaM 3acTOCOBYBa-
TH X CYKYNHICTb 3aJIeXHO BiJ] TEXHIYHUX
MOXKITHBOCTEH»?.

OTXe, BpaxOBYIOUM O3Hau€HE BHIIIE,
MOJUIMBO BBQ)KaTH «MICIEM BUYHMHEHHSA
3II0YUHY» TiepeadaueHy MTUCTIO3UIIIEI0 KPH-
MiHaJBHO-IPAaBOBOi HOPMH O3HAKy 00 €K-
TUBHOI CTOPOHU CKJIaJy 3J0YHHY, SKa Xa-
pakTepHusye MeBHy TEpUTOPIIO, 1HIIE MicIle,
y TOMY YHMCIi 4acTUHY iHQoOpMauiiHOro
npocropy (calT, JOMeH), sIKi XapaKTepu-
3yIOThCS (DI3MYHMMH, COLIAILHUMHU 1 TIpa-
BOBHMH KpPUTEPisIMH, e CyO €KT BUMHHB
nependadeHy KpUMiHAIBHIM 3aKOHOM IO
ab0 6e3isITbHICTb.

Benuka cycrinpHa HeOe3eKa 3II0UHHIB,
VIMHEHUX B iH()OPMAIIHHOMY CepeIoBHIIi

M pebeHiok, B MaBnoscbkuin, M INyuantok B XaxaHoBCbkWI Ta iH, BukopucmaHHs1 eneKmpoHHUX (4ughposux)

0doKasig y KpuMiHarbHUX nposadXeHHsIX: MemodouyHi pexomeHOauyii (Knis 2017) 24

2

W Wckesny, M KoueTkoBa, ‘OCOBGEHHOCTV OMpeaernieHnss Mecta NPecTynnieHust Npu HapyLueHW aBTOPCKMX

npae B rno6anbHOM MHOPMAaLIMOHHOM MPOCTPAHCTBE: MeXayHapOaHO-NPaBOBOW M YroNOBHO-NPaBOBOMN acnek-
Tb1'(2017) 1 Mpobremsi npagooxpaHumensHol desmeribHocmu 56

170

BICHUK KPUMIHATNIbHOIO CYOAOYUNHCTBA « Ne 4/2019



TPAHCMNOPTHI TENEKOMYHIKALIMHI MEPEXI AK IHOOPMALIVHE CEPELOBWLLE ANA OTPUMAHHSA...

TPAHCIIOPTHHUX TEJIICKOMYHIKAIIHHIX MEPEIK
(xibepnpocTopi), 3HaYHA KUIBKICTH MOTEp-
IMJIMX, BCTAHOBIEHUH, a TaKOX OLIBII 3HA-
YHAW TNPHUXOBaHWH MaTepialbHUN 30UTOK
po0IIATE OOPOTHOY 13 IMM HETATUBHUM SIBU-
IIEM aKTyaJIbHUM, SIK 1 T€, 10 3JTOYMHHICTh
y ctepi iHPOpMALIHHIX TEXHOJNOTIN Bce
IIVIPIIIe BUKOPHUCTOBYETHCS B KOHTEKCTI Op-
raHi30BaHOI 3JI0YMHHO]I JISUIBHOCTI, 0COOIH-
BO IISTTLHOCTI TEPOPUCTUIHUX OpTaHi3allii,
SIKi yce aKTHBHIIle TOYNHAIOTh BUKOPHUCTO-
BYBAaTH HOBITHI iH(OpMaIiliHI TEXHOIOTI i
KOMIT FOTepHY TexHiKy. [IpoTe Ha cborosHi
y TPaBOOXOPOHHHX OPTaHiB 3aXiHUX Kpa-
H (y BITYM3HSHHX TaKoX) iCHye mpoOiema
e(eKTUBHOCTI 3aco0iB, sIKi 3a0e3MeUyIOTh
HAJICKHICTh NU(GPOBUX (EIEKTPOHHUX) JO-
kaziB. [lepeBaxkHa OLNBIIICTE KOMIIAHIH, K
HAJAI0Th TIOCIYTH XOCTUHTIB, «XMapHHUX»
CXOBHIII Ta cepBepiB, 3HaxoaAThCs B CIIIA.
[pouenypa orpumanHs TU(POBUX JOKA-
3iB CKJIQJIHA 1 HA TPAKTHUIl IeH MeXaHi3M
TIpaITioe TyXe KBaBO (MPUIMHU — CKIIAIHI
OIOpPOKpaTHUHI 1 TpoIeCyaabHI IMPOIETy-
pH), 10 HIBETIOE 1HOMI IIHHICTH OTpHUMAa-
HUX BiioMOCTei. | pO3BUTOK Mi>KHAPOIHOTO
CHIBpOOITHUIITBA B IIBOMY HAmpsiMi — €JIH-
HUU MOXIIUBUH IUISIX BiJHOBJICHHS PiBHS
JIOBipHU CYCHIIBCTBA JJO BEPXOBCHCTBA IIPaBa
B iH(OpMaLIIHHOMY TTPOCTOPI.

BucHoBkmu. TakuM 4YMHOM, Ha CbO-
TONHIIIHIA fAeHb iHpOpMaliiiHe cepe-
nosumie (KibepmpocTtip) 1 WOro OCHOBHA
(yHKI[IOHANbHA CKJaJ0Ba — TPaHCIIOPTHI
TEJICKOMYHIKAI[ifiHI MepeXi CTalTh BCE
O1bII TPUBAOIUBUMH AK TUIATGOPMH IS
3MIHCHEHHS 3JIOYMHIB SK OKPEMHMH OCO-
0amu, Tak 1 OPraHi30BaHUMU 3JTOUNHHUMU
YIPYTIOBaHHSIMH 3 ODNIAAY Ha iX TpaHCHa-
IiOHATBHUX XapaKTep, aHOHIMHICTB 1 Bip-
TyaJbHICTh. 3araJlbHOBH3HaHa CyCITiJIbHA
HeOe3MeKa MPOTHIIPABHUX Aiil y nudpoBo-
My CEpEIOBHINI BUPAKAETHCS B TOMY, IO
BOHHM MOXKYTh BUKIIUKATH IOPYIICHHS B PO-
00Ti aBTOMaTU30BaHUX CHCTEM KEepyBaHHS

BICHUK KPUMIHANIbHOIO CYAOYUHCTBA « Ne 4/2019

Ta KOHTPOIIO PI3HHX (30KpeMa, KHUTTE3a-
Oesreuyrounx 00’€KTIiB), CEpHo3HE TOopy-
meHds podotu EOM ra ix cuctem. Hecank-
IIIOHOBAHI Ail 1O 3HUIIEHHIO, MOAM(IKAITii,
BHKPHBIICHHIO, KOMIIOBaHHIO iH(pOpMAIIii
Ta iHQOpMaIifHUX pecypciB, iHII GhopMHu
HE3aKOHHOTO BTPYYaHHS B TPaHCIOPTHI
TEJeKOMYHIKaIliiiHi Mepexi 31aTHI BUKIIHU-
KaTW TSDKKI W HEBIIBOPOTHI HACITIAKH, SKi
OB’ s13aHi HE TUTbKU 3 MATHOBUMH 30UTKA-
MH, asie i 3 (iI3MIHOI0 MIKOOI0 oM. He-
Oe3rmeka 3104MHIB y KibeprpocTopi 6araro-
Pa3oBo 3pocTae, KOJIM BOHH 3AiHCHIOIOTHCS
CTOCOBHO (PYHKIIIOHYBaHHS O0’€KTIB KUT-
Te3a0e3MeUeHHs, TPAHCTIOPTHUX 1 000POH-
HUX CUCTEM, aTOMHO1 EHEPreTUKH. A OTXKeE,
iHpOpMaIiiiHe cepeoBUIle TPAHCIIOPTHHX
TETICKOMYHIKaIlIHHAX MEPEK Ta 3aKOHHICTh
poOOTH B HHOMY CTArOTh BATOMHUM YHHHH-
KOM TIpH 3IIHCHEHHI isSUTPHOCTI OpraHaMu
JIOCYIOBOTO PO3CIHiTyBaHHA 3 OTPUMaHHSI
BiJIOMOCTEM, SIKi MalOTh JOKa30Be 3HAYCHHS
JUTSE KpUMIHAJIEHOTO TIPOBa/KEHHSL. B cBOYO
Yyepry, po3yMiHHsS BCiMa yYaCHUKaMH JO-
CYIOBOTO PO3CIIiyBaHHS OCHOB 1 IPUHIIHU-
miB iX (QyHKUiIOHYBaHHS Ta opraizamii, ix
HABUYKH POOOTH 3 IU(PPOBOK TEXHIKOIO
CYTTEBO BIUTUBAIOTH HA SIKICTh MPOBEACHHS
KPUMiHAIBHOTO MTPOBAIXKEHHS Ha BCiX HOTo
eTarnax.

Kpim Toro, 3 ypaxyBaHHSIM €KCTEPHUTO-
pianpHOTO XapakTepy iHpopmariitHoro (Ki-
OCpHETUYIHOTO) TIPOCTOPY HEOOXiTHE UiTKe
3aKOHOZABYE PETYINIOBAHHS MPOIECYaITbHOT
IUSITBHOCTI B TPAHCHOPTHUX TEIECKOMY-
HIKAIIMHUX Mepekax Uil 3a0e3meueHHs
B 1Kl cdepi CycHmiapbHUX BITHOCHH Oe3re-
KA OCOOWCTOCTI, CYCIiJIbCTBA 1 JeprKaBH
B 1ijoMy. ToMy muTaHHS MIONO BHU3HAYCH-
HS MicIlfl 3JI04MHY B iHpoOpMariiiHoMy (Ki-
OEepHETUYHOMY) MPOCTOPi Ta 3aKOHOIABYE
3aKpIIUICHHSI TOHATTS «MICIsl BYWHEHHS
37I0YMHY» (MOXIIMBO, Y BHUIVISAI 3ampoIio-
HOBaHOMY Y CTaTTi) € HaraJIbHUM Ta MIOTpe-
Oy€e HOPMaTUBHOTO BPETYIFOBAHHSI.
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TRANSPORT TELECOMMUNICATION NETWORKS AS AN INFORMATION MEDIUM
FOR OBTAINING INFORMATION RELEVANT TO CRIMINAL PROCEEDINGS:
PROBLEMATIC ISSUES OF LEGAL REGULATION

Annotation. Scientific and technological progress, as well as the rapid development of informa-
tion technologies, the formation of the information society, the introduction of telecommunications
systems and networks into all vital processes, the availability of digital communications and informa-
tion transmission have necessitated the use of new methods of combating crime in the new infor-
mation (cybernetic) space, this artificially created environment, which is an integral part of transport
telecommunications networks (TTN).

The extraterritorial nature of transport telecommunication networks and systems, together with the
global Internet, greatly complicates their legal regulation, as it is sometimes quite difficult to determine the
jurisdiction of which state relates a criminal offense. Thus, when conducting silent investigative actions,
a legitimate question arises as to the lawfulness of work in the information environment of the transport
telecommunication network for obtaining digital evidence in the interests of criminal proceedings.

Purpose of the article: to investigate the problematic issues of legal regulation when working in
transport telecommunication networks in order to obtain information relevant to criminal proceedings
during the conduct of silent investigative actions.

The paper draws attention to the insufficient level of scientific research to cover the problematic
issues of studying transport telecommunications networks as an information medium for legal obtain-
ing digital evidence in the interests of criminal justice. The national legislation regulating public rela-
tions in this field is analyzed, as well as the case law of the European Court of Human Rights, which
reveals some «white spots» in national legislation on ensuring the legitimacy and protection of human
rights in the conduct of vague private communication interventions in the information environment of
transport telecommunication networks.

Taking into account the extraterritorial nature of the information (cyber) space, it is concluded that
there is a need for clear legislative regulation of procedural activity in the transport telecommunication
networks in order to ensure the security of the individual, society and the state as a whole in this sphere.

The article also discusses different approaches to legal disparities in cyber crime investigations.
The question of determining the crime scene in the information (cybernetic) space is raised, an at-
tempt is made to define the «crime scene» and provides suggestions for improving legislation.

Keywords: criminal process, transport telecommunication network, cyber space, crime scene.
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